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1. Purpose Overview

This document is the Production Support Plan for PO58 WA Government Environmental Offsets
Register,

The Production Support plan documents hew, and by whom, the IT solution will be supported once
it is live. This document defines the support process, associated roles and responsibilities, and any
Service Level Agreement (SLA) required.

A production support plan is provided for each individual application that has some level of
corporate IT Operations support. Every application has its own varying level of support by IT
Operations and all roles and responsibilities are clearly defined here and agreed by the relevant
parties. IT Operations cannot accept any role or responsibilities or delegated responsibilities and task
from the responsible parties without formal agreement. This plan facilities these negotiations and
agreements.

This document, once finalised will be available on the internal Offsets Register application at:
http://offsetsregister.wa.gov.au/finternal.

2. Overview/Summaory

The objective of the project is to deliver a centralised WA Government Environmental Offsets
Register to provide a public record of all environmental offsets imposed by conditions under WA
legislation {the Environmental Protection Act 1986 (EP Act) or delegation. There will be an internal
application for registered (government) users and a public facing website for external users.

The key government agency .users of the Register’s internal application are the Department of
Environment and Conservation (DEC), the Office of the Environmental Protection Authority, and the
Department of Mining and Petraleum (DMP) as delegated authority of DEC.

It is noted that from 1 July 2013, DEC separated into the Department of Parks and Wildlife (DPaW)
and the Department of Environment Regulation (DER). These two agencies will replace DEC as key
government agency users of the Register. This change will be formally reffected in the Offsets
Register as part of a future planned upgrade.

The external users of the Register’s public facing website are the general public, other government
agencies and industry, mining/petroleum and conservation stakeholder groups.

3. Handover Process

The process for PO58 Offsets Register handover involved the following steps:
The completion of User Acceptance Testing and delivery of training;

Prior to implementation a go/no-go meeting Including all key stakeholders conducted at which the
following documents tabled:

s Testing report/sign off
e Implementation Plan
¢  Production Support Plan

e System Architecture and Construction Manual

Offsats Register Production Support Plan 1v1
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The Production Support Pian (this document) is handed over to Busmess Support Services and IT
Operations at DPaW following successful implementation.

4. User Application information

Application Link ||Internal users from DER, DPaW, OEPA and DMP shall access the internal
application directly via URL: http://offsetsregister.wa.gov.au /internal

For DER/DPaW (formerly DEC) Users, the internal application will be accessible by
a link (same as external) from the DEC Intranet

The Register public website will be accessible from DER and DPaW’s internet
websites.

What is the The system is a central (publicly available) record of all environmental offsets
application for? ([imposed by conditions under WA legislation or agreements. Agency users will use
the internal application to record offsets information for publication on the
Offsets Register website.

How to request [|Contact from internal users shall be by group email to the Business Custodian (for
access? each relevant agency} and the Application Custodian — refer Roles and

Responsibilities section.

User guides or The User Guide for the Offsets Register application will be accessible from the

supporting internal application.

information

Emergency (User) Application Support — Native Vegetation Conservation Branch, DER {contact

contact to be determined by Business Custodian) ~ refer Roles and Responsibilities
section,

5. Application deiails

Current version 13.07
Last upgraded ||Not applicable
Projected de-commission date Not applicable

6. Sysiem Componenis

The system is made up of the following components:

Offsets Register - this component provides the bulk of the application functionality. It was created
using the Django weh framework and covers data entry forms, data extract reporting (CSV and PDF
outputs) and static content management. This application was developed internally by IT Operations
Applications team.

Offsets Register Protiuction Support Plan 1v1
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The system has the following external dependencies:
Components Dependencies
Clearing Permit This component provides an APl endpoint to clearing permit data stored
System o within the CPS application. The service is required in order for DER and DMP
users to create and update projects within the Offsets Register.
Goldeneye This component provides a proxy for spatial datasets (internal and external),
which is required for spatial data to be displayed in the Offsets Register.
MapQuest This external component provides content for a spatial dataset to be displayed
OpenStreetMap CDN|lin the Offsets Register. It is not required for other functionality.

Future Upgrades or releases to the Offsets Register application will be required to support the use of
OEPA’s Case Management System (CMS), similar to that for DER’s CPS in the initial release of the
system as well as the upgrade to CPS. It is noted that extensive project specific upgrades will require
a change request — refer to section 12: Change Management.

7. Suppori Environment

Software

Platform|[Vendor Version||URL

Ubuntu (j12.04 http://releases.ubuntu.com/12.04/

Django ||1.5 https://docs.djangoproject.com/en/dev/releases/1.5/
TexLive {2013 http://tug.org/texiive/

Hardware

Ubuntu Hosted Application Service (refer to OIM Service Catalogue)

Databases

PostgreSQL Hosted Database Service {refer to OIM Service Catalogue)

Data Exchange

This system depends on a web service from CPS to simplify adding Projects that are based off
existing Clearing Permits. The web service is only required for data entry and does not impact the
systems ability to serve Project information, or data entry of non CPS related projects. CPS is a legacy
application with a planned upgrade that is written in ColdFusion running on a dated application
server,

Offsets Register Production Support Plon 1vl
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Production environment

https://offsetsregister.wa.gov.au (This URL is synonymous
with https://offsets.dec.wa.gov.au but the latter will not be
published

(public: http://offsetsregister.wa.gov.au)

UAT environment

https://offsets-uat.dec.wa.gov.au
(same for internal/external)

'

Test environment

https://offsets-test.dec.wa.gov.au
(same for internal/external)

Development environment

https://offsets-dev.dec.wa.gov.au
(same for internal/external)

9. Disaster Recovery and Stordge Retention

Archiving

The system shall accommodate permanent storage/retention of all records on the database.

Records shall be retained on the Register database for the life of the database and the system and is
the responsibility of IT Operations.

If/when the system is shut down permanently or replaced, database records shail be retained
indefinitely in open standard suitable for transfer to new platforms and is the responsibility of IT

Operations.

Offsets Register Production Support Plan vl
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Backup and Recovery

Nightly backups of the full database shall be taken by IT Operations for restoration purposes in the
case of a disaster. These will fall under the standard backup policy by OIM for PostgreSQL Databases
(refer to OIM Service Catalogue). '

The Register website and system databases shall be backed such that if failure occurs, the Register
website and application can roll back to a recavery point within the last 24 hours by T Operations.
From a business perspective, this means that up to 24 hours of data entry could possibly be lost.

Offsets Register Production Support Plan vl
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10.5ervice Level Agreement and Suppor

Service Level agreement

An IT Operations Service Catalogue is currently being drafted by the Office of information
Management (DPaW} which will be used to develop the ICT Services Service Level Agreement (SLA}
between DPaW and DER.

For the purposes of this document, the support requirements as determined in the Offsets Register
Detailed Business Requirements and Functional Specifications are provided as follows.

The WA Government Environmental Offsets Register website must be available to the public 24
hours a day, 7 days a week except for scheduled outages.

The internal application shall be available for staff to use outside of standard business hours
{without support).

The internal application shall be available (with support) to all internal users within DER, DPaWw,
OEPA and DMP during standard business hours, except for planned outages.

Support Hours  Support for this system is required during standard business hours only. Support
shall be based on the following DPaW existing support levels.

Register Website and Public Application:
o User support —0730-1730 (Responsibility — Application Support/Business Custodian)

e Administration Support — 0730-1730 (Responsibility - Business Custodian and Application
Custodian)

e System administration support ~ 0730-1730 contact through BSS to Application Custodian
Internal Application:;
¢ User Support —0730-1730 (Responsibility — Application Support/Business Custodian)

* Administration Support — 0730-1730 (Responsibility - Business custodian and Ap;:ilication
Custodian)

e System Administration Support — 0730-1730 (BSS to Application Custodian)

(A reference to a business day means a day, other than a Saturday, Sunday or public holiday; see
public holidays at for WA at
http://www.commerce.wa.gov.au/LabourRelations/Content/Employers/Pay_rates_leave_and_condit
ions/Public_holidays_in_Western_Aus,htmi).

Offsets Register Production Support Plan 1v1
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The OIM service catalogue for the Business Support Services - Support Process is located at:
http://intranet/oim/itoperations/Pages/itops servicecatalogue.aspx.

The following support documentation links may be restricted and not accessible all users.

Support Documentation Name

”Documentation Link

Functional Requirements
Specification

ts+1vib.docx

https.//confluence.dec.wa.gov.au/download/attachments/
20159198/P058+0ffsets+Register+Functional+Requiremen

Domain documentation

t/DNS

https://confluence.dec.wa.gov.au/displa

y/infrastructurene

11.Compatihility Requirements

Application Internet Explorer 8+(|Mozilla Firefox 4+||Google |[safari 5+
Chrome 20+
Offsets Register||Yes Yes Yes Untested

12.Change Medndgement

As per DPaW IT Operations standard change management, Request for Change Forms available at:
http://intranet/oim/itoperations/Pages/itops servicecatalogue.aspx.

Change controls are chargeable if overtime is required when IT Operation team members are
required to do the change implementation to UAT and production outside of normal business hours.

Changes to the Register website content or project specific enhancements/upgrades shall be made
by the Application Custodian at the direction/approval of the Business Custodians. Extensive

form to Business Support Services at IT Operations, DPaw,

Offsets Register Production Support Plan 1v1
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13.Appendix A: Service lLevel Agreementi

This Production Support Plan will need to be updated to reflect the ICT service arrangements {as per
IT Operations Service Catalogue) in the shared corporate services SLA between DER and DPaW;
which is still to be developed by management.

Offsets Register Production Support Plan vl
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